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Abstract

There are several reasons to offer PKI (Public Key
Infrastructure) services in IPv6 multi-domain scenarios.
The first reason is to provide IPv6-only or dual-stack
connectivity to those Internet users and entities who want
to use certification services, but there are other important
motivations. If we want to enable and promote security
services in IPv6 networks, like end-to-end security, AAA
(Authentication, Authorization and Accounting) services,
HTTP or DNSsec services, or VPN networks, it is needed
to offer the public key services required by the involved
protocols. Other relevant reason is to allow services or
devices to use X.509 public key certificates containing
IPv6 information, such as IPv6 addresses used, for
example, by any IPsec-based VPN end point. This is the
main motivation of the research work presented in this
paper where the most relevant design and implementation
issues related with the deployment of PKI services in a
multi-domain IPv6 network are presented.

1. Introduction

A public key infrastructure (PKI) is a set of hardware,
software, people and procedures needed to create,
manage, store, distribute and revoke public key
certificates. Every PKI provides trusted and efficient
private key and public key certificate management, to
enable the use of authentication, non-repudiation and
confidential security services. These services are mainly
used by end users and security-related services using
protocols such as IPsec, SSL/TLS, HTTPS, S/IMIME, etc.

The University of Murcia has developed a PKI
solution to offer basic and advanced certification services
that can be accessed by end users and by third trusted
parties using the protocols mentioned above. The design
of this PKI, named UMU-PKIv6 [1], includes one
Certification Authority (CA), one or more Registration
Authorities (RAs) and a Request Server, acting as the

interconnection point between the CA (which is defined
as an off-line component) and the RAs. It is based on
open-source  software, as Apache, PostgreSQL,
OpenL.DAP or OpenSSL, and we use the Java language,
which is IPv6-enabled from wversion 1.4 for the
development of every internal component.

According to the design of the UMU-PKIv6, end users
can use either the RA or a web interface to access basic
services like certificate request, renewal, revocation,
retrieval, etc. They can also use Java Cards [2] and RSA
smart cards to store their public key certificate and private
key. Every certification operation is controlled by a
Certification Policy which establishes the needed
restrictions inside the organisation.

The UMU-PKIv6 design is based on the IETF PKIX
WG [3], so it is compliant with the [4] specification. It
supports the OCSP (On-line Certificate Status Protocol)
[5] and TSP (Time Stamping Protocol) [6] protocols and
it allows the use of a LDAP [7] repository to store the
public key material. Moreover, a DNSsec [8] server is
supported as public key certificate and CRL repository.

Beside basic operations, others advanced services are
defined. Certification services through CMC (Certificate
Management over CMS) [9] are available to be used by
third trusted parties in multi-domain scenarios, and new
services like self-revocation and re-issued certificates can
be used by end users. Other protocols, like SCEP (Simple
Certificate Enrolment Protocol) [10] or SCP are mainly
used by IPv6-enabled VPNs peers. The definition of
cross-certification relationship between different CAs can
also be established using Peer-to-Peer, Hierarchical or
BridgeCA models. IPv6 communication between PKI
internal components and end users or external entities was
defined as a requirement in the design and is available
from the first version of this software.

2. Components of an IPv6-enabled PKI

The UMU-PKIV6 is composed by three main
components. First, the Registration Authority (RA) is in



charge of validating, according to the system certification
policy, and sending to the CA the different certification
requests. A particular implementation may have several
RAs, each one with an administrator.

The second element, the Request Server (RQServer) is
in charge of storing all the certification, renewal and
revocation requests generated by final users or other
components of the PKI, like the RA, a process or a
service. All these requests are stored in an internal
database so that later the CA can access to them. It is
important to mention that there is no direct connection
from this server to the CA, because the CA always works
in off-line mode and it never accepts incoming
connections for security reasons.

Finally, the Certification Authority (CA) is
responsible of processing all the requests stored in the
Request Server.

The UMU-PKIV6 design and implementation also
supports the use of a certificates repository. It can be a
LDAPv6 directory or a DNSsec server, where all user
certificates, the CA certificate and the CRLs can be
stored, so that they can be consulted before establishing a
secure communication with any of these entities.

3. Deployment of the main components of
an IPv6-enabled PKI

3.1. Certification authority

The CA of the UMU-PKIv6, a Java-based standalone
application, processes all requests stored in the RQ
Server. If it is a certification request, and the certificate
can be issued, this is stored in an internal database, made
public in the LDAPV6 repository and the end entity is
notified through a signed email. If it is a renewal request
the certificate is updated in the internal database and in
the LDAPV6 repository, and if it is a revocation request
the certificate is marked as revoked in the internal
database and it will be included in next published CRL.

3.2. Registration authority

The RA is the component that takes charge of sending
requests to be processed by a CA. The system can be
formed by several RAs. The administrator will be able to
carry out certification, renewal and revocation requests
and he will be able to check the local Policy. The RA
application supports the full use of smart cards. It is based
on Java too. Figure 1 shows an IPv6-enabled certification
request from the RA application.
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Figure 1. IPv6 certification request from the RA
3.3. Request server

The RQ is the component that stores all requests from
the system entities. It stores the RA, final entities and
administrator requests. These are stored in an internal
database to be processed by the CA.

The RQ is based on the Tomcat HTTP server [11]
with a set of IPv6-enabled servlets managing all the
certification requests. Tomcat, version 5.0, can be used as
a standalone HTTP Server through a connector
component supporting the HTTP/1.1 protocol.

IPv6 access through Tomcat 5.0 is possible and it
works properly. As Tomcat is a stable solution and it
supports HTTP, Java-Servlets and IPv6, it is not
necessary to use the Apache HTTP server [12] solution.
Figure 2 shows an IPv6-enabled certification request from
an IPv6 web interface.
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Figure 2. IPv6 certification request from the web

All the certification requests issued by end entities and
RAs, and more useful information, are temporally stored
in an internal database. The selected database software
was PosgreSQL [13], which in 7.0 and later versions
supports IPv6 connectivity. Other relevant open-source
software solutions, like MySQL [14] can not be used
because IPv6 is not supported in any of its stable releases.

3.4. Certificate repositories

The UMU-PKIv6 design and implementation supports
the use of certificate repositories. In a LDAPvV6 directory
all user certificates, CA certificate and CRLs can be
stored so that they can be consulted by users beloding to
any IPv6-enabled domain.

A DNSsec server can also be used to store the public
key certificates. Figure 3 shows an IPv6 DNSsec server
storing user certificates.

LDAPvV6 and DNSsec servers in our current
implementation are based on the open-source
implementations OpenLDAP 2.0.25 [15] and Bind 9.2.2
[16]. They are the standard-reference implementation and
both support IPv6 connectivity in their stable releases.
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Figure 3. IPv6 DNSsec server

3.5. End entities

End entities are able to achieve certification services
through IPv4 or IPv6-enabled web browsers and RAs. If
it is a certification request, it is stored in the RQ Server
and will be validated or removed by the RA. If it is a
renewal or revocation request, it will be treated directly
by the CA. Users that want to operate through web
browser can make use of their smart card to store their
cryptographic information thanks to a Microsoft CSP
(Cryptographic Service Provider) developed as part of
this PKI. It facilitates user mobility; in fact, users can
request a new certificate from their web browser or an RA
and their private key will be stored in their smart card.
Later they can recover the associated certificate and CA s
certificate from any other navigator using this
cryptographic module.

3.6. Cryptographic provider

Related to all the described components, the Java
cryptographic service provider software used in the
UMU-PKIV6 is the IAIK Java Cryptography Extension
[17], which is a set of APIs and implementations of a
group of cryptographic functions, including symmetric,
asymmetric, stream, and block encryption methods. It
provides the security functionality of the default Java
JDK 1.1.x / JDK 1.4, and also includes APIs for SSL
communications and S/MIME operations. Others
JCA/JCE providers were analysed; Table 1 shows a brief
summary of the results. An extended comparison
regarding IPv6 requirements can be found on [18].



Table 1. Comparison of the main Java providers

Version | Open Source | JDK1.4 SSL S/IMIME X.509 CRL OCSP CMS
1AIK 3.11 No Yes Yes Yes Yes Yes Yes Yes
JCSI 2.3 No Yes Yes Yes Yes Yes No Yes
BC 1.25 Yes Yes No Yes Yes Yes Yes Yes
Bee 1.02 Yes No No No Yes Yes No No
Keytools 5.0 No No Yes Yes Yes Yes Yes No
Phaos - No Yes Yes Yes Yes Yes No Yes
4. Deployment of PKI services in IPv6 4.3. Revocation request

multi-domain scenarios

4.1. Certification request

Certification requests can be done in several ways. In
the first way, users can make requests going to a RA with
personal documents to prove their identity and, if it is
used, their smart cards. RA issues a new request
composed by a PKCS#10 object. Then it is send to the
RQ Server in a secure way through SSL connection and
the associated private key is stored in a file or in the user
smart card.

In the second way, service administrators (e.g. VPN
managers) can go to the RA with a previously generated
PKCS#10 format request. This request should be
authenticated by the RA administrator and by the system
certification policy. If the validation process is correct,
the request will be send to the RQ Server to be processed.

Besides this, applications/services are able to be
certified through a KMP (Key Management Protocol)
protocol like CMC [9] or SCEP [10], which allows
devices to carry out certification operations. VPN devices
usually use these services.

In the last way, users can issue a new certification
request through the web, using their own browser and,
optionally, their smart card. In this way, users send
requests to the RQ Server. The RA administrator recovers
his request and validates it. Then, the request is sent to the
RQ again, but marked to be finally processed (i.e., signed
and published in a LDAP and/or DNSsec server) by the
CA application.

4.2. Renewal request

Final entities (i.e., users, software processes and
devices) can update their certificate validity period
according to the system certification policy. This request
can be done going to the RA in administrative hours or by
means of the UMU-PKIv6 web site using for this a SSL
or TLS connection with client authentication (i.e., the
final entity will present its personal certificate to the RQ).

In exceptional conditions, as lost or compromised
smart card, digital certificates are invalidated before their
validity period expires. Users have two options to revoke
their certificates. The first one is to go to the RA and
request a certificate revocation. The second one is to issue
this in the web site. The last option is only possible if the
user still has his certificate private key.

4.4. Key management protocol services

Certificate Management Messages over CMS (CMC)
[9] is a standard under development by the PKIX IETF
Working Group [3]. CMS provides basic cryptographic
services including encryption and signing with and
without key management. The CMC protocol is intended
to address the need for an interface to public key
certification products and services based on PKCS#10
requests.

UMU-PKIv6 has implemented the CMC protocol
based on Java and Perl interfaces where it offers six
services, i.e., enrolment, revocation and renewal requests,
get certificates, get CRLs and query about the status of a
pending certificate request. End entities using CMC can
request on-line certification services using either IPv4 or
IPv6 networks, as it has been considered as a requirement
from the early stage of the design and implementation of
the CMC system.

45. Cross-certification services

Cross-certification is a process carried out by CAs to
establish trust relationships between them. When two
CAs are cross-certified, all their PKCs (Public Key
Certificates) and keys trust the other ones as if all would
belong to the same organization. To make it possible, two
CAs should exchange their cross-certificates.

In others words, cross-certification is used to allow
client systems or end entities in one administrative
domain to communicate securely with client systems or
end users in another administrative domain. It is quite
important for the proper deployment of IPv6 networks as



multi-domain scenarios are envisaged, as wells as
roaming users moving from one home domain to a
foreign domain.

The UMU-PKIv6 design and implementation supports
the definition of Hierarchical, Peer-to-Peer and BridgeCA
models as described in [19].

Hierarchical and Peer-to-Peer cross-certification have
been implemented like internal modules inside the CA
application. The CA administrator can issue cross-
certificates to subordinate and external CAs checking and
validating the certificate extensions, which establish the
relationship constraints.

BridgeCA (BCA) cross-certification is implemented
like a IPv6-enabled Java-based standalone application,
allowing the establishment of bidirectional cross-
certification. To define that relationship, the BCA
administration can issue a cross-certification request, and
waits to be signed by the other external CA (the forward
certificate). Beside this, the BCA administrator can accept
and sign cross-certification requests issued by the external
CA (the reverse certificate). Before those certificates are
issued the restrictions over the relationship are defined by
the certificate extensions included in the cross-
certificates. UMU-PKIv6 allows the use of the following
extensions: BasicConstraints, CertificatePolicies,
PolicyMapping, NameConstraints and PolicyConstraints.

The use of cross-certification involves the certification
paths building, composed by the Root CA, intermediate
CAs and end entity certificates. To discover and validate
these paths, validation services must be defined. Those
validation services use CRLs, OCSP services and
certificate extensions as those presented through this
paper.

The cross-certificate pair used to describe a trust
relationship between two CAs are stored in a LDAPv6
repository, using the crossCertificatePair. This attribute
is used by the validation service to discover the
certification paths.

To support revocation of CA certificates, UMU-
PKIv6 supports the use of ARLs (Authority Revocation
List) implemented like a issuingDistributionPoint with
the onlyContainsCACerts flag active.

5. Conclusions

Most of the security services (e.g., VPNs, SSL
communications, S/IMIME signed and encrypted email
messages) need public key certification services to work
properly. This is a reality for both IPv4 and IPv6
networks. However, the level of deployment of such
security services is far from being mature in the case of
IPv6 networks. As IPv6 is increasing its presence in the
local and backbone networks, research and deployment in
IPVv6 security services is a must that need to be addressed.

In this sense the UMU-PKIv6 design and
implementation tries to help in this convergence needed
between security services and IPv6 networks, offering
basic and advanced certification services. The extension
to support multi-domain IPv6 scenarios through the
deployment of new cross-certification modules represents
also an interesting feature of the UMU-PKIV6.
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