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THE STARTING POINT

CACHE COHERENCE PROTOCOLS
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CACHE COHERENCE IN A NUTSHELL

e Caches are fundamental for high performance
e In multicore processors caches can cause incoherences
— Two cores see different values of a data at the same time

e Example: bank account

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 4/61



CACHE COHERENCE IN A NUTSHELL

e Caches are fundamental for high performance
e In multicore processors caches can cause incoherences
— Two cores see different values of a data at the same time

e Example: bank account

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 4/61



CACHE COHERENCE IN A NUTSHELL

e Caches are fundamental for high performance
e In multicore processors caches can cause incoherences
— Two cores see different values of a data at the same time

e Example: bank account

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 4/61



CACHE COHERENCE IN A NUTSHELL

e Caches are fundamental for high performance
e In multicore processors caches can cause incoherences
— Two cores see different values of a data at the same time

e Example: bank account

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 4/61



CACHE COHERENCE IN A NUTSHELL

e Caches are fundamental for high performance
e In multicore processors caches can cause incoherences
— Two cores see different values of a data at the same time

e Example: bank account

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 4/61



CACHE COHERENCE IN A NUTSHELL

e Caches are fundamental for high performance
e In multicore processors caches can cause incoherences
— Two cores see different values of a data at the same time

e Example: bank account

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 4/61



CACHE COHERENCE IN A NUTSHELL

e Caches are fundamental for high performance
e In multicore processors caches can cause incoherences
— Two cores see different values of a data at the same time

e Example: bank account

o Incoherence!
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CACHE COHERENCE IN A NUTSHELL

e The cache coherence protocol makes caches in a shared
memory functionally invisible

+ Coherence  mm

L2 cache

Memory

Main memory

e Data appear to be in a single location

e Operates per address — each address is treated as
independent
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COHERENCE INVARIANTS

Two invariants suffice to accomplish the coherence goal’

' Dubois et al. “Parallel Computer Organization and Design”, 2012
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Two invariants suffice to accomplish the coherence goal’

1. SWMR: SINGLE-WRITER-MULTIPLE-READER

For any given memory location, at any given
moment in time, there is either a single core
that may write it (and that may also read it) or
some number of cores that may read it

' Dubois et al. “Parallel Computer Organization and Design”, 2012
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COHERENCE INVARIANTS

Two invariants suffice to accomplish the coherence goal’

1. SWMR: SINGLE-WRITER-MULTIPLE-READER

For any given memory location, at any given G G G
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KEY PROBLEMS IN CACHE COHERENCE
IMPLEMENTATIONS

e SWMR INVARIANT ussually achieved through data
invalidation

@ DATA-VALUE INVARIANT achieved through cache-to-cache
forwarding

— Cost in traffic and latency (indirection)

e Efficient invalidation require sharers tracking: the directory
— Cost in storage and not scalable
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INDIRECTION PROBLEM: LATENCY/TRAFFIC

CACHE-TO-CACHE TRANSFER IN DIRECTORY-BASED PROTOCOLS

R
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INDIRECTION PROBLEM: LATENCY/TRAFFIC

CACHE-TO-CACHE TRANSFER IN DIRECTORY-BASED PROTOCOLS

Why?
@ To order requests

@ To get directory
information

@ To provide main
memory storage
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INDIRECTION PROBLEM: LATENCY/TRAFFIC

CACHE-TO-CACHE TRANSFER IN DIRECTORY-BASED PROTOCOLS
WW 3 Data
= :

Why?
@ To order requests

@ To get directory Why?
information @ To get a fresh
@ To provide main copy of the block
memory storage
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INDIRECTION PROBLEM: LATENCY/TRAFFIC

CACHE-TO-CACHE TRANSFER IN DIRECTORY-BASED PROTOCOLS

— T~
>§ Cache miss {B\ O )
I NS &
\
Why?
@ To order requests
@ To get directory Why?
information

@ To get a fresh
copy of the block

@ To provide main
memory storage

FIRST IDEA: what if the requester sends directly the data to the
owner? ADVISOR: Already done (by me...)
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DIRECT COHERENCE: THE ROLES
] Ros, Acacio & Garcia [[PDPS'08] \

DIRECTORY

/ Order requests

HomMe —  Keep sharers

\ Keep owner

OWNER Provide MM storage

\ Provide block
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DIRECT COHERENCE IN ACTION

CACHE-TO-CACHE READ MISsS

DIRECT COHERENCE

R
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DIRECT COHERENCE IN ACTION

CACHE-TO-CACHE READ MISsS

DIRECTORY
DIRECT COHERENCE

@ The critical path of the miss is reduced from three to two hops.
@ The number of coherence messages is halved.
@ The waiting time at the home tile is removed.
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THINKING ABOUT INVALIDATIONS

ME: What if stores do not wait for invalidations to perform?
ADVISOR: It would break consistency.
ME: Right!

e But... Importance of questioning always the why

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 11/61



REDUCING DIRECTORY STORAGE

COHERENCE DEACTIVATION

Cuesta, Ros, Gomez, Robles & Duato [ISCA’11] \

e Directories track lines stored in private caches to support
efficient invalidation
e Butis it necessary to track all referenced blocks?
o Private blocks will never be incoherent!
o 75% of referenced blocks (on average)

[ Private
D Shared

’ A
%aﬁg o\es?“\\ ‘?é e"’“ ?;\\*QOQ \\e“ V\&“\o u‘aé ?? G’?f X\?‘e“ o\’ae“&a o“e\@’&z *’L@& ao‘\ )‘5%0@92

Private vs. shared blocks
cooooocoo00o0
ocLbhwrmONDOO

Y

N c_,O“ SN

O o \3 Q\\
OV g W \P 2

o If we do not keep directory information for private blocks
we can save directory storage.
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COHERENCE DEACTIVATION

THE MECHANISM

e Classifies memory blocks into private and shared (how?)
e It can be seen as a two-level classification

e Deactivates the coherence protocol for private blocks
e i.e., do not keep track of them

o Blocks are classified at page granularity

e The operating system detects when a page (initially
considered private) becomes shared (minimal OS
overhead).

e Performed upon TLB misses: state stored in the page table
e A coherence recovery mechanism is necessary to restore
block’s coherence status.

e Collaboration between hardware and operating system
e Inspired projects and lots of works
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THE UPPSALA PHASE

MEMORY CONSISTENCY MODELS
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LET’S SWITCH TO MEMORY CONSISTENCY

DEKKER’S ALGORITHM
/% Initially X =Y =0 */

X =1, Y =1;
$r0 = Y; $rl = X;

e Can we get $r0==0, $r1==0?
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LET’S SWITCH TO MEMORY CONSISTENCY

DEKKER’S ALGORITHM
/* Initially X =Y = 0 */
X =1, Y =1;
$r0 = Y; $rl = X;
e Can we get $r0==0, $r1==0?

e Only if in a thread the load performs before the store in the
same thread
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MEMORY CONSISTENCY MODEL

e To argue about the correctness of a program, it is
necessary to define a memory consistency model (or
consistency model)

e The consistency model is the contract between the
programmer and the system

e The programmer knows which results he can expect
e The system know how much the program can be optimized
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MEMORY CONSISTENCY MODEL

e To argue about the correctness of a program, it is
necessary to define a memory consistency model (or
consistency model)

e The consistency model is the contract between the
programmer and the system

e The programmer knows which results he can expect
e The system know how much the program can be optimized

DEFINITION

The consistency model is a specification of the behaviour of
multithreaded programs executing under shared memory

e In particular, the consistency model specifies the values
returned by every load and the final status of the memory
when the program finishes executing
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CONSISTENCY VS. COHERENCE

e Memory consistency model: defines correct program
behavior

e Cache coherence protocol: eases the implementation of a
consistency model

o Makes caches in a shared memory multicore functionally
invisible (timing can be inferred)

Program

Consistency

Coherence

Hardware
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CONSISTENCY VS. COHERENCE

e Memory consistency model: defines correct program
behavior

e Cache coherence protocol: eases the implementation of a
consistency model

e Makes caches in a shared memory multicore functionally
invisible (timing can be inferred)

Program

Consistency

:) Fusion?
Coherence

Hardware

But what if we break the coherence-consistency interface?

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026

17/61



BREAKING THE LAYERS

e Cache coherence serves as a black box to support strict
consistency models: e.g., Sequential Consistency (SC)

Consistency model
SC

Cache coherence
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BREAKING THE LAYERS

e Cache coherence serves as a black box to support strict
consistency models: e.g., Sequential Consistency (SC)
o Single-writer-multiple-readers (SWMR) invariant
e Invalidation/update of the copies on every write
e Large amount of traffic = increases energy consumption

Consistency model
SC

Cache coherence
SWMR = Energy
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BREAKING THE LAYERS

e Cache coherence serves as a black box to support strict
consistency models: e.g., Sequential Consistency (SC)

o Single-writer-multiple-readers (SWMR) invariant
e Invalidation/update of the copies on every write
e Large amount of traffic = increases energy consumption

OBSERVATION
Most processors offer consistency models weaker than SC

Consistency model

3¢ 150 RMO

Cache coherence
SWMR = Energy
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BREAKING THE LAYERS

e Cache coherence serves as a black box to support strict
consistency models: e.g., Sequential Consistency (SC)

o Single-writer-multiple-readers (SWMR) invariant
e Invalidation/update of the copies on every write
e Large amount of traffic = increases energy consumption

OBSERVATION
Most processors offer consistency models weaker than SC

e Why implement protocols that provide Consistency model
more functionality than necessary? >< TSO RMO

Cache coherence
SMV
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BREAKING THE LAYERS

e Cache coherence serves as a black box to support strict
consistency models: e.g., Sequential Consistency (SC)

o Single-writer-multiple-readers (SWMR) invariant
e Invalidation/update of the copies on every write
e Large amount of traffic = increases energy consumption

OBSERVATION
Most processors offer consistency models weaker than SC

e Why implement protocols that provide Consistency model
more functionality than necessary? >< TSO RMO
e Protocol as a black box?

Cache coherence
o Break the layer between the consistency SW

nergy
model and the coherence protocol!
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TOWARD SIMPLE REQUEST-RESPONSE COHERENCE

e Write-through protocols are simple (GPUs)
o Only Valid and Invalid states
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TOWARD SIMPLE REQUEST-RESPONSE COHERENCE

e Write-through protocols are simple (GPUs)
o Only Valid and Invalid states
o But they are not efficient because of write misses
e Which write misses?
o Private data in a write-back policy
— evicted due to capacity/conflict misses
e Shared data in a write-back policy
— evicted due to capacity/conflict/coherence misses
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TOWARD SIMPLE REQUEST-RESPONSE COHERENCE

e Write-through protocols are simple (GPUs)
e Only Valid and Invalid states
o But they are not efficient because of write misses
e Which write misses?
e Private data in a write-back policy
— evicted due to capacity/conflict misses
e Shared data in a write-back policy
— evicted due to capacity/conflict/coherence misses

e Mostly private data misses ~ 90%

100.
90.
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40.
30.
20.
10. :
0.0~ T T \‘\\ \)\ T T T 6‘ T T 6‘ T T

S NS 3 A N ( e
‘a@‘\egvo\e%“ « vV Oc'e;z»d@%\;a‘!“%oﬂ&ia\@‘ﬂl&e‘ﬁ? ?’“\%QO“\G% *{LGP‘Q‘%Q'

Percentage of write misses
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VIPS: DYNAMIC WRITE POLICY

| Ros & Kaxiras [PACT'12] |

Dynamic write policy in the L1s (private caches, in general)
e Write-back for Private blocks

e Simple (no coherence required) as in uniprocessors
o Efficient — no extra misses

e Write-through for Shared blocks

e Simple (only two states, VI)
o Efficient — coherence misses

Requires a private/shared classification!

VIPS: Valid/Invalid Private/Shared
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VIPS: SELF-INVALIDATION

e Supports sequential consistency for every application
e Same consistency model as the more complex MESI

e But we still have invalidations and directory blocking...
e How can we remove this restriction? — Incoherence...

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 21/61



VIPS: SELF-INVALIDATION

e Supports sequential consistency for every application
e Same consistency model as the more complex MESI

e But we still have invalidations and directory blocking...
e How can we remove this restriction? — Incoherence...

e SOLUTION: sequential consistency for DRF programs
e How? Synchronization exposed to the protocol

EXAMPLE OF DRF CODE

X =1, WAIT (cond);
SIGNAL(cond);| $rl1 = X;
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e Supports sequential consistency for every application
e Same consistency model as the more complex MESI

e But we still have invalidations and directory blocking...
e How can we remove this restriction? — Incoherence...

e SOLUTION: sequential consistency for DRF programs
e How? Synchronization exposed to the protocol

o Release: SELF-DOWNGRADE
= Write-through dirty blocks

EXAMPLE OF DRF CODE

X =1, WAIT (cond);
SIGNAL(cond);

$rl = X;
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VIPS: SELF-INVALIDATION

e Supports sequential consistency for every application
e Same consistency model as the more complex MESI

e But we still have invalidations and directory blocking...
e How can we remove this restriction? — Incoherence...

e SOLUTION: sequential consistency for DRF programs
e How? Synchronization exposed to the protocol

e Release: SELF-DOWNGRADE
= Write-through dirty blocks
. X =1,
e Acquire: SELF-INVALIDATION | SD [5rawatcond):
= Empty the cache

EXAMPLE OF DRF CODE

WAIT (cond);
$rl = X; SI

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 21/61



VIPS LEGACY

e Allows supporting virtual (VIVT) L1 caches

| Kaxiras & Ros [ISCA'13]|

o Allows efficient syncronization (callbacks)

| Ros & Kaxiras [ISCA'15] |
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SC VERSUS SC-FOR-DRF COHERENCE

SC-FOR-DRF

2. RESPonse

®© Works for
all codes

® Only works for
DRF codes
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SC VERSUS SC-FOR-DRF COHERENCE

SC SC-FOR-DRF

3. Ack

. - (T 2R
( Ll\mm\\ ©® Works for & ZPmse @ Only works for
2244 Uny 5 Q ‘ all codes /‘Q DRF codes

k% L?Ej] 1. Request | I:‘§

2.\

RACER (TOTAL-STORE-ORDER — TSO)

® Works for all

© A (TSO) codes

o £16

@G ]_,1\\; 2. Responge
~/

First efficient, request-response protocol for all codes
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RACER AT A GLANCE

Ros & Kaxiras [MICRO'16]|

e A novel way of supporting TSO consistency
= At the cache coherence protocol level
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RACER AT A GLANCE

Ros & Kaxiras [MICRO'16]|

e A novel way of supporting TSO consistency
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RACER AT A GLANCE
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e A novel way of supporting TSO consistency
= At the cache coherence protocol level

o We start with a very simple request-response protocol
= Order enforced on SI & SD

e When it is necessary to enforce Core0 LLC Coret
order? Sry
= In SC-for-DRF conservatively on Re/™

synchronization
= In RACER only when it is possible
to see a reordering

= ey
= On actual (read-after-write) RAW @ %}%
races |
'
|‘)0
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RACER AT A GLANCE

Ros & Kaxiras [MICRO'16]|

e A novel way of supporting TSO consistency

= At the cache coherence protocol level

o We start with a very simple request-response protocol

= Order enforced on SI & SD

e When it is necessary to enforce
order?

= In SC-for-DRF conservatively on
synchronization

= In RACER only when it is possible
to see a reordering

= On actual (read-after-write) RAW
races

e Consistency only enforced for
shared data

Alberto Ros Jornadas Sarteco 2026, Madrid
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WHAT WE LEARNED

e Cache coherence is not strictly necessary for implementing
consistency models

e Merging the coherence and consistency layers is
challenging

e ... but a topic worth to explore!
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ENTERING ECHO

NON-SPECULATIVE EXECUTION
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TOTAL STORE ORDER (TSO) CONSISTENCY

e Respected orders:
load—load load—store store—load store—store

INITIALLY X =Y =0

1x: $r0 = X; sy: Y =1;
ly: $r1 =Y; sx: X =1,
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TOTAL STORE ORDER (TSO) CONSISTENCY

e Respected orders:
load—load load—store store—load store—store

INITIALLY X =Y =0

1x: $r0
ly: $rl

X; sy: Y =1;
Y; sx: X =

SIX POSSIBLE INTERLEAVINGS AND VALUES FOR $R0O AND $R1

Ix Ix Ix sy sy sy
ly sy sy 1x 1x SX
sy ly sxX ly sX 1x
sx sx ly sx ly ly
(0,0) (0,1) (0,1) (0,1) (0,1) 1,1

@ (1,0) is not possible under load—load & store—store
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MEMORY CONSISTENCY SPECULATION

e High-performance multicores perform many memory
operations simultaneously

e Memory-level paralelism
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MEMORY CONSISTENCY SPECULATION

e High-performance multicores perform many memory
operations simultaneously

o Memory-level paralelism

e They can execute loads out-of-order, so loads can be
reordered

Program

oy
o el [ [ [ []]
Ids
I
Ids
Ids
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MEMORY CONSISTENCY SPECULATION

e High-performance multicores perform many memory
operations simultaneously

o Memory-level paralelism

e They can execute loads out-of-order, so loads can be
reordered

Program

l head
Id+
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MEMORY CONSISTENCY SPECULATION

e High-performance multicores perform many memory
operations simultaneously

o Memory-level paralelism

e They can execute loads out-of-order, so loads can be
reordered

Program

l head
Id;
I, LQ ‘ Ids | Ids ‘ Ids ‘ Ids ‘ Id> | Id; ‘
Ids Miss Hit
Ids
Ids
Ide
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MEMORY CONSISTENCY SPECULATION

e High-performance multicores perform many memory
operations simultaneously

o Memory-level paralelism
e They can execute loads out-of-order, so loads can be

reordered

e This could violate the load—load rule (e.g. hit-miss)

Program Order
l head

Id; Id;

Id LQ |Ids |Ids | I |1 [1dz |1 | 1ds

Ids Miss Hit Ids

Id4 Ids

ds 2

de Ids
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MEMORY CONSISTENCY SPECULATION

e High-performance multicores perform many memory
operations simultaneously

o Memory-level paralelism
e They can execute loads out-of-order, so loads can be

reordered

e This could violate the load—load rule (e.g. hit-miss)

Program Order
l head

Id; Id;

Id LQ |Ids |Ids | I |1 [1dz |1 | 1ds

Ids Id4

:g“ performed :ge
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MEMORY CONSISTENCY SPECULATION

e High-performance multicores perform many memory
operations simultaneously

e Memory-level paralelism
e They can execute loads out-of-order, so loads can be

reordered

e This could violate the load—load rule (e.g. hit-miss)

Program Order
l head

Id4 Id4

" LQ 105 1ds [ i [1ds [10 [ 10 Ids

Id3 Ids
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MEMORY CONSISTENCY SPECULATION

e High-performance multicores perform many memory
operations simultaneously

e Memory-level paralelism
e They can execute loads out-of-order, so loads can be

reordered

e This could violate the load—load rule (e.g. hit-miss)

Program Order
l head

Id4 Id4

" LQ 105 1ds [ i [1ds [10 [ 10 Ids

Ids T T T T Id,

Ids ] Ids

Ids M-spec SoS Ids

Ide unordered  ordered Ids
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BREAKING LOAD—LOAD

INITIALLY X =Y =0

1x: $r0 = X; sy: Y =1,
ly: $r1 =Y, sx: X =1;

S1X POSSIBLE INTERLEAVINGS BREAKING LOAD—LOAD

ly ly ly sy sy
Ix sy sy ly ly
sy 1x sX 1x sX
sX sxX 1x SX 1x
(0,0 (0,0) (1,0) 0,1 1,1

e (1,0) is possible when relaxing load—load

Alberto Ros Jornadas Sarteco 2026, Madrid

sy
sX
ly
1x

1,1
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SQUASH OR WAIT?

e Current multicores avoid non-valid results by
e Interacting with the coherence protocol

ly
sy
SX
1x
(1,0)

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 30/61



SQUASH OR WAIT?

e Current multicores avoid non-valid results by
e Interacting with the coherence protocol

y P @
y < <

sX "
Ix -
%
(1,0) 5

LLC
N4
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SQUASH OR WAIT?

e Current multicores avoid non-valid results by
e Interacting with the coherence protocol

b
Y .
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SQUASH OR WAIT?

e Current multicores avoid non-valid results by
e Interacting with the coherence protocol

sy
A @
A (L1) 1
~ <& &
Ix <
%.
(1,0) 92 {\A
N @
LLC N
J
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SQUASH OR WAIT?

e Current multicores avoid non-valid results by
e Interacting with the coherence protocol

sy
M-spec 2N AT\
ly ( \ ( \
sy ‘\\\L 1 /"‘ ‘\\I“ ];//‘
SX \ I
~
1x 'O\‘ 2 >
%)
(1,0) % A e
* ) — OQ,
LLC N
N
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SQUASH OR WAIT?

e Current multicores avoid non-valid results by

e Interacting with the coherence protocol
e Squashing and re-executing on remote writes

1 /// \\\\\ ”/ \
- (L1) (L1)

sX e T
1x e \

@
Q </
(1,0) @{3 2, o
Lo ~
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SQUASH OR WAIT?

e Current multicores avoid non-valid results by

e Interacting with the coherence protocol
e Squashing and re-executing on remote writes

ly ly (L1)
sy sy (L) (L)
1x SX e
%\f »
(1,0) ® 4 3
®
CEG+ ~
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SQUASH OR WAIT?

e Current multicores avoid non-valid results by

e Interacting with the coherence protocol
e Squashing and re-executing on remote writes

1 1 ‘/" T
y sy y - L1 ) \ L1 )

ox x - "
P
1x sx 'O\ 2 >
() /)1,
(1,0) {7{1 Z ,;H

Lo~
e Do we really need to squash on invalidations?
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SQUASH OR WAIT?

| Ros, Carlson, Alipour & Kaxiras [ISCA'17] |
e Current multicores avoid non-valid results by

e Interacting with the coherence protocol
e Squashing and re-executing on remote writes

R £2

sx 1x = ~N
-
1x SX . o @ )
1,0 A 4
, P 3

LLC N
e Do we really need to squash on invalidations?
o No, we just need to delay sx
e "Non-speculative load-load reordering”
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BUT MIND THE DEADLOCKS!

e Blocking writes can cause deadlocks
e If x and y are two words within the same cache line

r

3 M &
s
1x .% @//){/
(1,0) ® “ S
. - ¢
Lo
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BUT MIND THE DEADLOCKS!

e Blocking writes can cause deadlocks
e If x and y are two words within the same cache line

g
o

M-
iy spec El\
sy \

\:‘
ol sror <&
1x Q@
TN
(1,0 6‘% i 3
+
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BUT MIND THE DEADLOCKS!

e Blocking writes can cause deadlocks

e If x and y are two words within the same cache line
o SOLUTION: Blocked writes allow reads to be resolved

LQ -

y
1 M-spec / Y AN
y sy ( [ L1 )
ox &
1x
(1,0 o
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BUT MIND THE DEADLOCKS!

e Blocking writes can cause deadlocks

e If x and y are two words within the same cache line
e SoLuUTION: Blocked writes allow reads to be resolved

Sy
A
ly ( \
sy t\\Ll/‘
sX N
1x
(1,0) 33
5
QQ)
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ECHO: NON-SPECULATIVE SOLUTIONS

e Disable speculation? — Poor performance.
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ECHO: NON-SPECULATIVE SOLUTIONS

e Disable speculation? — Poor performance.

@ NON-SPECULATIVE, HIGH-PERFORMANCE SOLUTION
What if speculative execution could always succeed?
It would be transformed into non-speculative execution
having the advantages of speculation without:

o Cost
o Inefficiencies
e Security vulnerabilities
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ECHO: NON-SPECULATIVE SOLUTIONS

e Disable speculation? — Poor performance.

@ NON-SPECULATIVE, HIGH-PERFORMANCE SOLUTION
What if speculative execution could always succeed?

It would be transformed into non-speculative execution
having the advantages of speculation without:

o Cost
o Inefficiencies <D &
o Security vulnerabilities AR
a \@
S ‘
o How?

“The best way to predict your future is to create it
Abraham Lincoln
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STORE BUFFER AND TOTAL STORE ORDER

processor stall }
Store T Program

a2 | Buffer Order

Sz [Store operations in ]

current x86 processors
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STORE BUFFER AND TOTAL STORE ORDER

. 5 Store T Program
a

Buffer Order

Sz [Store operations in ]

current x86 processors

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 33/61



STORE BUFFER AND TOTAL STORE ORDER

Store T Program

a2 | Buffer Order
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STORE BUFFER AND TOTAL STORE ORDER

Store T Program

a2 | Buffer Order

First-In First-Out (FIFO)
a
Sz Store operations in
current x86 processors
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STORE BUFFER AND TOTAL STORE ORDER

Store T Program

Buffer Order

First-In First-Out (FIFO)
a b
Sz Store operations in
current x86 processors
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STORE BUFFER AND TOTAL STORE ORDER

Store T Program

Buffer Order

a b Total Store Order (TSO)
Mem [

Store operations in
current x86 processors
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LIMITATIONS AND THE SOLUTION OF COALESCING
Ros & Kaxiras [ISCA'18] |

Store
Buffer

QJO'O!

Mem
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LIMITATIONS AND THE SOLUTION OF COALESCING

Ros & Kaxiras [ISCA'18] |
® I Stall l

Store
Buffer

[N (on (9]

Mem
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LIMITATIONS AND THE SOLUTION OF COALESCING

® I Stall l

Ros & Kaxiras [ISCA'18] |

g Store
[7a | Buffer
7

Mem

Alberto Ros

¥ | Individual writes | ®
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LIMITATIONS AND THE SOLUTION OF COALESCING

Ros & Kaxiras [ISCA'18] |
Coalescing

a, c| Store Buffer

Stores to the same cache line
Mem (same color in the example)
can coalesce in a single write
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LIMITATIONS AND THE SOLUTION OF COALESCING

® | No stall

3, C

Mem

Alberto Ros

Ros & Kaxiras [ISCA'18] |

Coalescing
Store Buffer
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LIMITATIONS AND THE SOLUTION OF COALESCING

Ros & Kaxiras [ISCA'18] |
© [ No stall Coalescing

/atoc Store Buffer
4

"T Coalesced writes ‘@

Performance and energy
improvements

Mem [
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THE PROBLEM OF COALESCING STORES

Coalescing

3, c| Store Buffer

Mem
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THE PROBLEM OF COALESCING STORES

Coalescing

aE)C Store Buffer

’,_/

First green = c overtakes b

Mem
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THE PROBLEM OF COALESCING STORES

@ Coalescing

b
v

. c| Store Buffer

First green = c overtakes b

Mem First blue = b overtakes a
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THE PROBLEM OF COALESCING STORES

@ Coalescing

aE)C Store Buffer

First green = c overtakes b

Mem First blue = b overtakes a

Store order? ®
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ATOMICITY: ILLUSION OF STORE ORDER

Coalescing

¢ ] Store Buffer

%/
Store order = Atomicity
Mem Coalescing forms
atomic write groups

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 36/61



FORMING ATOMIC WRITE GROUPS

stc

t

l
b
a

[ Match younger write to the same cache line ]
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FORMING ATOMIC WRITE GROUPS

[ Writes to a, b, and ¢ are indivisible

Alberto Ros Jornadas Sarteco 2026, Madrid
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FORMING ATOMIC WRITE GROUPS
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FORMING ATOMIC WRITE GROUPS
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FORMING ATOMIC WRITE GROUPS

stc std ste
1 L]
d d
b b
a a, C

( Writes to a, b, c, d, and e are indivisible )
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KNOWN WAYS TO PERFORM WRITES ATOMICALY

1. Mutual exclusion (TCC ISCA'04, BulkSC ISCA’07)
2. Transactional (Ocklahoma PDTSA’93, Store-Wait-Free ISCA07)

Mem
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KNOWN WAYS TO PERFORM WRITES ATOMICALY

1. Mutual exclusion (TCC ISCA’04, BulkSC ISCA’07)
2. Transactional (Ocklahoma PDTSA’93, Store-Wait-Free ISCA'07)

Me first!

( Centralized and non-scalable solution ]
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KNOWN WAYS TO PERFORM WRITES ATOMICALY

2. Transactional (Ocklahoma PDTSA’93, Store-Wait-Free ISCA’07)

b a
a

Conflict! b
\‘\‘Abort!

a b
Mem

[1. Mutual exclusion (TCC ISCA'04, BulkSC ISCA07) ]

- Speculation: rollback on conflict
- Canceling memory writes is a costly operation

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 38/61



A NON-SPECULATIVE PERSPECTIVE

Mem

- Writing atomically a number of cache lines is similar to the
problem of acquiring a number of locks in parallel programming
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A NON-SPECULATIVE PERSPECTIVE

Deadlock!

N

a b
Mem

DT

(o2 fs¥]

- Writing atomically a number of cache lines is similar to the
problem of acquiring a number of locks in parallel programming
- Deadlock, if locks are taken in opposite order
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A NON-SPECULATIVE PERSPECTIVE

Deadlock-free considering unlimited resources?

b
a

N4

a

[ Perform writes following a global order ]

>

Mem

2 Dijkstra, “Hierarchical ordering of sequential processes”
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LEXICOGRAPHICAL ORDER

‘ a b

Cache Cache

Dir
- Private caches Mem
- Shared directory
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LEXICOGRAPHICAL ORDER

[Write in lexicographical (Lex) order = physical address]

Alberto Ros

Cache

Cache

b |2 1
a |1 2
Dir
Mem

Jornadas Sarteco 2026, Madrid

Jun 17, 2026
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LEXICOGRAPHICAL ORDER

Alberto Ros

b
a

',_/

Cache

2 1] a
1 2 b\
Dir
Mem
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LEXICOGRAPHICAL ORDER

a |1 2 b\

Cache

Cache AR

Dir Mem
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LEXICOGRAPHICAL ORDER

a_ |1

2 b\
— N
a 1
‘ ~
Cache T Cache
a

A write locks the

cache line permission | Dir | Mem
(lock bit)
Alberto Ros

Jornadas Sarteco 2026, Madrid Jun 17, 2026 40/ 61



LEXICOGRAPHICAL ORDER

( Group writes have been ordered = Proc 1 first ]

a |1 2[ b\,

"
a i Wait
‘\
Cache \*\ Cache
a 1
Dir Mem

A “conflict” between atomic groups
always happens in their
minimun common address

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 40/ 61



LEXICOGRAPHICAL ORDER

a i Wait
‘\
Cache \*\ Cache
a 1
Dir Mem
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LEXICOGRAPHICAL ORDER

2

(

a i Wait

I
Cache <>,

av
b 1
Dir Mem

Alberto Ros Jornadas Sarteco 2026, Madrid

Cache

Jun 17, 2026

40/61



LEXICOGRAPHICAL ORDER

) oy
N
N—L
(@3 Y]
/

All lock bits Dir Mem
reset in bulk
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LEXICOGRAPHICAL ORDER

a
b A3
Cache "+, Cache
Al
a
b 1
Dir Mem

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 40/ 61



THE IMPACT OF THE LEX ORDER

e Used to write in cache without write permission

\ Cebrian, Jarhe & Ros [MICRO’24] \

e Used to execute concurrently and non-speculatively
multi-address atomics

Gomez-Hernandez, Titos-Gil, Cebrian, Kaxiras & Ros [MICRO’21]

e Used to execute concurrently and non-speculatively critical
sections

Gomez-Hernandez, Cebrian, Kaxiras & Ros [ASPLOS24] \
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CLEAR: NON-SPECULATIVE AND CONCURRENT
CRITICAL SECTIONS

e Most critical sections do not change their memory footprint
on retries — Inmutables
tmp = tablelil;
tableli] = tableljl;
tablelj] = tmp;

e Hardware can learn the memory footprint of critical
sections and if it is inmutable
Q@ DISCOVERY
o First (speculative) attempt to execute
e The processor learns about the critical section structure
o If successful, practically no overhead over baseline
© RE-EXECUTION
o Only if discovery fails
o If immutable, execute non-speculatively
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AND WHAT ABOUT STRONGER CONSISTENCY

o Memory consistency models dilema: | 708 & Kaxiras [MICRO'20]

— Programmer intuition versus performance
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AND WHAT ABOUT STRONGER CONSISTENCY

o Memory consistency models dilema: | 708 & Kaxiras [MICRO'20]

— Programmer intuition versus performance
e We consider two strong memory models
load—load load—store store—load store—store

@ X86-TSO: A core can see its own stores before other cores
— Through store-to-load forwarding

e IBM 370: All cores see all stores atomically
— More intuitive but less performant (forwarding restrictions)

OUR SOLUTION

Both intuition and performance — load forwarded remains
speculative until the store writes
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THE CURRENT STOP

MICROARCHITECTURE

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026 44 /61



FACT: SINGLE-THREAD PERFORMANCE MATTERS

Back-end memory Front-gnd bandwidth

Front-end latency

Back-end core

Bad speculation

Retiring

Data source: Ayers et al. AsmDB: Understanding and Mitigating Front-End Stalls in
Warehouse-Scale Computers, ISCA 2019.
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ACCURATE PREDICTIONS IS ALL YOU NEED

Back-end memory Front-end bandwidth

y- Front-end latency
~ 20.5% -

Back-endcore [/
- 85%

15.4%

Bad speculation

Retiring

e Dominated by instruction cache (L1l) misses

e Server and cloud apps getting larger, far from fitting in L1l
e Hiting in the L2 or L3

e Critical! Processors need to keep the pipeline full
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ACCURATE PREDICTIONS IS ALL YOU NEED

Back-end memory Front-end bandwidth

Front-end latency
20.5% -

Back-end core |
| 85%

15.4%

3W

Bad speculation .
,‘?etiring
e Dominated by instruction cache (L1l) misses

e Server and cloud apps getting larger, far from fitting in L1l
e Hiting in the L2 or L3

e Critical! Processors need to keep the pipeline full

Solution: Instruction prefetching and criticality aware replacement
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THE ENTANGLING INSTRUCTION PREFETCHER

CONCEPT OF ENTANGLED PAIRS
| Ros & Jimborean [ISCA’21] |
access1
o l
3 miss
(0]
)
@
>
Q
<
fill
done
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THE ENTANGLING INSTRUCTION PREFETCHER
CONCEPT OF ENTANGLED PAIRS
| Ros & Jimborean [ISCA’21] |

prefetch 1

latency

access 1
1
miss

awi

Aouale|

fill
done
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THE ENTANGLING INSTRUCTION PREFETCHER

CONCEPT OF ENTANGLED PAIRS

| Ros & Jimborean [ISCA’21] |

prefetch 1

fill
access 1
1
hit
done

awi
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THE ENTANGLING INSTRUCTION PREFETCHER

CONCEPT OF ENTANGLED PAIRS

| Ros & Jimborean [ISCA’21] |

» access a
»access b

prefetch 1
access c

access d
access e

fill
access 1
1
hit
done

awi
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THE ENTANGLING INSTRUCTION PREFETCHER

CONCEPT OF ENTANGLED PAIRS

| Ros & Jimborean [ISCA’21] |

.+ access a
prefetch 1
access c
access d
access e
fill
access 1
o 1
3 hit
@ done
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THE ENTANGLING INSTRUCTION PREFETCHER

CONCEPT OF ENTANGLED PAIRS

» acce
source

prefetch 1

access c
o)
d 2
access (%3)
access e q"c:'

fill

T destination
g hit
@ done

| Ros & Jimborean [ISCA’21] |

Jun 17, 2026

Jornadas Sarteco 2026, Madrid

Alberto Ros

47761



THE ENTANGLING INSTRUCTION PREFETCHER

CONCEPT OF ENTANGLED PAIRS

| Ros & Jimborean [ISCA’21] |

» acce

source

prefetch 1
access c

access d
access e

e

fill

destination

hit
done

awi

Alberto Ros Jornadas Sarteco 2026, Madrid
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THE ENTANGLING INSTRUCTION PREFETCHER

CONCEPT OF ENTANGLED PAIRS

| Ros & Jimborean [ISCA’21] |

» acce

source

prefetch 1
access ¢ Cache line
jo]
X
access d I ~
access e g Basic
() b ¢C
block
i e
fill
destination 1
- l
3 hit
@ done
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THE ENTANGLING INSTRUCTION PREFETCHER

CONCEPT OF ENTANGLED PAIRS

| Ros & Jimborean [ISCA’21] |

» acce

source

prefetch 1
access c Cache line
o
2
access d I 7
access e g Basic
() b ¢
block
fill °
i destination 1
3 hit Heads of basic block
@ done
Jornadas Sarteco 2026, Madrid Jun 17, 2026 47 /61
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THE ENTANGLING INSTRUCTION PREFETCHER

CONCEPT OF ENTANGLED PAIRS

* acoe | Ros & Jimborean [ISCA’21] |
source
prefetch 1
access c Cache line
g
access d = 7 5 ].source
access e g Basic 3
@ b ¢ Is)
block <
. e —
fill c
1 destination destination
3 hit Heads of basic block
@ done
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THE ENTANGLING INSTRUCTION PREFETCHER

CONCEPT OF ENTANGLED PAIRS

source | Ros & Jimborean [ISCA’21] |

»access b

prefetch 1
access c 8 Cache line
access d cs’ source
I ‘ a
access e S Basic 3
b ¢ >
block c
; e ]
fill C
1 destination destination
3 hit Heads of basic block
@ done
Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026
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ICARUS: KEEP CRITICAL INSTRUCTIONS CLOSE

CRITICALITY AND REUSE BASED INSTRUCTION CACHING

| Kalbande, Deshmukh, Ros & Panda [ASPLOS 26] |

o Not all instructions are critical

= Most instructions can tolerate large latencies
= Our study with gem5 and data-center workloads show 3.5%
average of critical fetches
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CRITICALITY AND REUSE BASED INSTRUCTION CACHING

| Kalbande, Deshmukh, Ros & Panda [ASPLOS 26] |

o Not all instructions are critical

= Most instructions can tolerate large latencies
= Our study with gem5 and data-center workloads show 3.5%
average of critical fetches

@ OBSERVATIONS

e Criticality is not a property of the instruction
o Criticality is path sensitive

PC Branch history | Critical
0001010 Always
OxFFFFE8037D00 1007070 Never

(Rightmost bit denotes the recent branch prediction)
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ICARUS: KEEP CRITICAL INSTRUCTIONS CLOSE

CRITICALITY AND REUSE BASED INSTRUCTION CACHING

| Kalbande, Deshmukh, Ros & Panda [ASPLOS 26] |

o Not all instructions are critical

= Most instructions can tolerate large latencies
= Our study with gem5 and data-center workloads show 3.5%
average of critical fetches

@ OBSERVATIONS

e Criticality is not a property of the instruction
o Criticality is path sensitive

PC Branch history | Critical
0001010 Always
OxFFFFE8037D00 1007070 Never

(Rightmost bit denotes the recent branch prediction)
e But cacheline reuse is also an important factor
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ACCURATE PREDICTIONS IS ALL YOU NEED

Back-end memory Front—gnd bandwidth

/ 20.5% ) Front-end latency

~
85%

Back-end core

15.4%

Bad speculation
ﬁetiring
e Due to data cache (L1D) misses
e Many of them reaching main memory
e Cause stalls and late detection of bad speculation

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026

49/61



ACCURATE PREDICTIONS IS ALL YOU NEED

Back-end memory Front-end bandwidth

/205% Front-end latency

Back-endcore [
- 85%

15.4%

Bad speculation
ﬁetiring
e Due to data cache (L1D) misses
e Many of them reaching main memory
e Cause stalls and late detection of bad speculation

Solution: Timely data prefetching

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026
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BERTI: ACCURATE AND TIMELY LOCAL DELTA L1D PREFETCHER

Navarro-Torres, Panda, Alastruey-Benedé, Ibafiez, Vifals & Ros [MICRO22] ‘

e An L1D prefetcher that orchestrates data prefetching from
all cache levels
e Advantages of L1D prefetching

e Training with all processor references
e Using the Instruction Pointer (IP) information
e Operating with virtual addresses: cross-page prefetching
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BERTI: ACCURATE AND TIMELY LOCAL DELTA L1D PREFETCHER

Definition of delta

. . @7 ©10 ©12 ©15
timeline ® ® f f
-
stride: +3
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BERTI: ACCURATE AND TIMELY LOCAL DELTA L1D PREFETCHER

Definition of delta

. . @7 ©10 ©12 @15
timeline ® ® 4 °
-
stride: +3
. . Q7 ©10 012 ©15
timeline

Alberto Ros

deltas: +8, +5, +3
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BERTI: ACCURATE AND TIMELY LOCAL DELTA L1D PREFETCHER

Stride: +1, +3, +5
9 9

@ @1 04 ©9 010 @13 @18 019 ©22 ©27 ©28 ©31

| | | | | | | |

I T T T T T T T

! ! ! !
T T T T
| | | |
I 1 I 1

With which delta should | prefetch_?
delta =1 + 3 + 5 = 9 — always hit
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ACCURATE PREDICTIONS IS ALL YOU NEED

Back-end memory Front:and bandwidth

Front-end latency

Back-end core

Bad speculatibn

Retiring

e Memory dependence prediction

e Branch prediction
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ACCURATE PREDICTIONS IS ALL YOU NEED

Back-end memory Front-end bandwidth

/ 20.5% , Front-end latency

Back-end core |
1 85%

15.4%

Bad speculation

Ffetiring

e Memory dependence prediction
o More critical as the pipeline depth increases

e Branch prediction
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ACCURATE PREDICTIONS IS ALL YOU NEED

Back-end memory Front-end bandwidth

7 20.5% Front-end latency

Back-end core £
—| sm
15.4%

Bad speculation
F!etiring
e Memory dependence prediction
o More critical as the pipeline depth increases

e Branch prediction
e Hard to optimize! = But still room for improvement

Alberto Ros Jornadas Sarteco 2026, Madrid Jun 17, 2026

54/61



ACCURATE PREDICTIONS IS ALL YOU NEED

Back-end memory Front-end bandwidth

20.5% Front-end latency

Back-end core [ T~
- 85%

15.4%

Bad speculation
F!etiring
e Memory dependence prediction
o More critical as the pipeline depth increases

e Branch prediction
e Hard to optimize! = But still room for improvement

Solution: Better context information and wrong-path prefetching
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MDP: CRASH COURSE

Program order

<€

(e PY sta

Memory
Dependence
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MDP: CRASH COURSE

Program order

<€

snoop

In order: | ldg sty
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MDP: CRASH COURSE

Program order

<€

snoop

In order: | ldg sty

getData
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MDP: CRASH COURSE

Program order

<€

snoop

In order: | ldg ‘ ‘ Sta

Store-to-load
forwarding
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MDP: CRASH COURSE

Program order

<

snoop

In order: | ldg ‘ ‘ Sta

Store-to-load
forwarding

snoop

Out of order: | ldy sty
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MDP: CRASH COURSE

Program order

) snoop
ﬁ
s |

In order: | ldg ‘
Store-to-load
forwarding

snoop
St?

Out of order: ‘ ([ PY

Memory

9Dz,
>
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MDP: CRASH COURSE

Program order

<

snoop

In order: | ldg ‘ ‘ sty

Store-to-load
forwarding

snoop
Outoforder: | ldg | .. | stg
snoop ”

= Memory

getp, ata
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MDP: CRASH COURSE

Program order

snoop

In order: | ldg ‘ ‘ Sta

Store-to-load
forwarding

snoop

Out of order:

SQUASH!

gy

>
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MDP: CRASH COURSE

Program order
snoop THE PREDICTION

Is they any previous dependent store?

<

In order: | ldg ‘ ‘ Sta

Store-to-load
forwarding

snoop

Out of order:
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MDP: CRASH COURSE

__ Program order
snoop THE PREDICTION

Is they any previous dependent store?
e No: Execute the load

Store-to-load

forwarding e YEs: Stall (wait) until it executes

In order: | ldg ‘ ‘ Sta

snoop

Out of order:

\_SQUASH! *
|
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MDP: CRASH COURSE

__ Program order
snoop THE PREDICTION

Is they any previous dependent store?
e No: Execute the load

Store-to-load

forwarding e YEs: Stall (wait) until it executes

In order: | ldg ‘ ‘ Sta

snoop

THE MISPREDICTION
Out of order:

e Execute, but conflict )

SQUASH! %
¢ e Stall, but no dependence (=)

|
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PHAST: MEMORY DEPENDENCE PREDICTION

KNOWING THE EXACT NEEDED CONTEXT .
Kim & Ros [HPCA'24] |

Program order

Id, sta
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PHAST: MEMORY DEPENDENCE PREDICTION

KNOWING THE EXACT NEEDED CONTEXT .
Kim & Ros [HPCA24]|

Program order

Use load’s branch history
lda br br br sta br br

But which history length?
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PHAST: MEMORY DEPENDENCE PREDICTION

KNOWING THE EXACT NEEDED CONTEXT

Program order

lda br br br sta br br

NoSQ Ida br br br sts br br

_—
length of 2

Alberto Ros Jornadas Sarteco 2026, Madrid

Kim & Ros [HPCA24]|

Use load’s branch history
But which history length?

Predetermined history length
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PHAST: MEMORY DEPENDENCE PREDICTION
KNOWING THE EXACT NEEDED CONTEXT .
Kim & Ros [HPCA24]|

Program order

Use load’s branch history
But which history length?

lda br br br sta br br

Predetermined history length

NoSQ  Idz br br br sts br br Too short? Misspredictions
Too long? Unnecessary paths

_—
length of 2
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Program order

Use load’s branch history
But which history length?

lda br br br sta br br

Predetermined history length

NoSQ  Idz br br br sts br br Too short? Misspredictions
Too long? Unnecessary paths
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length of 2
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PHAST: MEMORY DEPENDENCE PREDICTION
KNOWING THE EXACT NEEDED CONTEXT .
Kim & Ros [HPCA24]|

Program order

Use load’s branch history
But which history length?

lda br br br sta br br

Predetermined history length

NoSQ  Idz br br br sts br br Too short? Misspredictions
Too long? Unnecessary paths

_—
length of 2

MDP-TAGE  Geometrically increasing history lengths
Brute-force method to find the right lenght

e Previous context-sensitive proposals borrow
branch-prediction techniques
e Use predetermined history lengths = sub-optimal
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PHAST: MEMORY DEPENDENCE PREDICTION

KNOWING THE EXACT NEEDED CONTEXT

e PHAST uses the proper history length for each conflict

= The one that defines the path from the store to the load
o Intuition: If the exact execution path repeats, it is likely that
the dependence repeats, too
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PHAST: MEMORY DEPENDENCE PREDICTION

KNOWING THE EXACT NEEDED CONTEXT

e PHAST uses the proper history length for each conflict

= The one that defines the path from the store to the load
o Intuition: If the exact execution path repeats, it is likely that
the dependence repeats, too

e To identify the path, PHAST only considers divergent
branches (conditional and indirect branches):

o Conditional branches — taken/not taken bit
e Indirect branches — target address
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FINAL REMARKS

e A long journey, but many challenges remain to solve

e Opening the coherence black box to consistency can
provide large benefits

e Lex order is an effective solution to concurrency problems
e Traditional microarchitecture still matters
e But what about Al?
By 2030, most servers will still need CPU cores, because Al systems
depend on them for orchestration, data movement, preprocessing,

networking, and feeding accelerators efficiently; the design goal is to
make those cores far more area- and energy-efficient.
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